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WI-FI IS BECOMING MORE UBIQUITOUS
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MORE WIFI - MORE PROBLEMS

« Performance Challenges
— Channel competition - channel overlap, neighboring WLANSs
— Mixed environments - vendors, devices and standards a/b/g/n/ac
— Changing environment - clients, network changes
— Client-side challenges - collision avoidance, roaming
« Security Challenges
— Rogue access point and clients



INCREASED TROUBLE TICKETS?

= “The wireless sucks”

= “The internet is slow”

= “| can’t connect to the wireless”

= “Something’s wrong with the network”




TROUBLESHOOTING IS COMPLEX

* |Involves more than Wi-Fi
network packets Y,

* Need to understand the
channels and how they're
allocated

 Non-Wi-Fi devices can also
iImpact the system
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ASKING THE RIGHT QUESTIONS

 How do you isolate the problem
quickly?

 How do you rule out RF spectrum
interference?

 How do you diagnose whether it's a
wireless vs. wired problem?
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INTRODUCING
AIRCHECK G2




INTRODUCTION - AIRCHECK G2

« AirCheck G2 is handheld tool designed for the front-line technicians
that are the first responders to the “Connection is bad” or the “Wi-Fi
is down” call.

* The Aircheck G2 provides functionality for:
— Troubleshooting Wi-Fi networks to quickly and easily isolate the root-
cause.

— Planning, validating and baselining WLAN connectivity and Ethernet
services.
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AIRCHECK G2 WIRELESS TESTER

NEW

802.11ac
Ethernet Tester I\

Two USB hosts

5” Touchscreen l\ o—
micro
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802.11ac 3x3 Radio
Link-Live Cloud Repository
5" Touch screen

Simplified workflow
NetScout Branding



AIRCHECK G2 DETAILS

ADDITIONAL FUNCTIONALITY:
 AutoTest
 Locate APs and Clients F—
(ROGUES) —
» Discovery of SSIDs, APs, o
clients, channels s

Ethernet Test

 (Connection tests for Wi-Fi and
Ethernet

* AirCheck G2 Manager PC app
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A 360 VIEW OF AIRCHECK G2

Right
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USING

AIRCHECK G2

Top Troubleshooting Use Cases
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AIRCHECK G2

NETSCOUT

i _J
Default ?

| Home I

Access Points (49) -

Clients (4) lj
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Most common Wi-Fi problems and why they occur

Complaint

Common Cause

Examples

No Wi-Fi Access

Coverage

Dead spots, failed APs or radios

Slow Wi-Fi

Connectivity

Wi-Fi or channel interference

Internet is down

Configuration

Authentication, services (DHCP, DNS)

Losing connection

Overloaded

Channel congestion, AP overlap

All of the above

Rogues

Unauthorized APs and clients
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FIRST THING FIRST - AUTOTEST

AutoTest provides answers to the most common problems that cause a Wi-Fi complain.

Default*

< AutoTest

Default Default*

AutoTest

Networks (6) o’

Channels

Connect to AP

Authenticate v

Exchange packets with AP v

ili
Access Points (8) -
d

Clients (4) Network Coverage 3aps

Co-channel Interference 5APs o

AutoTest v Security v

% of Max TX Rate 4%

Ethernet Test

C H Restart

Retry Rate

Restart




WI-FI IS JUST NOT WORKING WELL

“| can connect to the network but the network is slow”

AirCheck G2 can quickly determine whether there are
any Air Quality problems.

802.11 Utilization
Non 802.11 Utilization
Channel interference

Channel 8
Channel 9
Channel 12
Channel 124
Channel 34

Channel 108

64.0% X
49.0% A
6.0%
20%
20%

1.0%

|




OVER UTILIZED CHANNELS

“I keep getting kicked off the wireless network”
AirCheck G2 provides quick access to channel utilization:
- 2.4 GHz and 5 GHz channels Default i

- Number of APs per channel L | sekectCrame 2
- Number of clients per channel Clients N
= Channel Utilization
100
50
< 507 - -
0 =]
Non 802.11: -6%
802.11: [ 21 %

Signal Level -46 dBm



CANNOT CONNECT TO NETWORK

“I can connect to Wi-Fi but internet is down”

AirCheck G2 can quickly determine misconfigured services:

- Authentication et Crcori 4

- DHCP, DNS cocotn | (W e

BSSID 00:17:0f:€7:9b:00 0.003 Configured encryption: Auto
0.005 Configured security type: WPA2 .

- PI n g te St Link Uptime 0:01:32 0393 Sending EAP Start: PSK

0403  Attempting to join ssid: Ciscod4400

Scan AP: (218) 00:17:0f:e7:9b:00 ch
2228 41 .37d8Bm
- peed test o Scon Ao (206) QLT TR ch
- 149 -49 dBm
Scan AP: (205) 00:22:90:a0:f1:10 ch
= S | g n a I/N O I Se/S N R :22: ;c;nso;:?laﬁ) 00:17:df:al:0f:df ch
' 1 -69 dBm
2228 Scan AP: (177) 00:17:df:a1:0f:d0 ch
’ 140 -78 dBm
2.228 Scan AP: (165) 00:1d:46:27:e8:3f ch
i 36 -90 dBm
2228 Connecting to AP: Cisco1130-1Nort
00:17:0f:¢7:9b:00 Chan 11
L Send Open Authentication Request




VALIDATING ETHERNET CONNECTIVITY

It's not the Wi-Fi, or is it? szau"t S
AirCheck G2 Ethernet Test

 Is there enough power
reaching the AP? Port COS_DEV_SW1.fret.eng [ ]

« Can the port itself provide
basic networking services?

Restart DHCP Log H
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UNAUTHORIZED ACCESS

There is a pirate on the ship!

Detect View Locate

Default

Default (]

Default
4 TRENDn:af:1e:32

. i Signal Strength il I BSSID TRENDn:af:1e:32
e Signal Level -46 dBm I Last Seen 00:00.051
#62 || SNR: 20dB  Channel: 1 L = |
C1252-Kitchen Noise Level -84 dBm | -70 ~ P
45 || SNR: 37dB  Channel: 1 80 4 20

SNR 38 dB N %0 10
lap-cos-us-flk- “ :
-49 SNR: 33dB  Channel: 1 il -1
L ksay 0f:87:2¢ - =0 Alphaz Signal Strength (dBm)
nl s:0187:
a B sw: 2908 Channe: 1 BSSID TRENDn:af:1e:32 0
TRENDn:af:1e:32 Security Open rh ©
+46 "3 SNR: 36dB  Channel: 1

802.11 Types 090

-100
Clients o‘ Signal Strength: [ -49 dBm

Locate




AIRCHECK G2 MANAGER

Customized reports, View sessions details, Manager AirCheck

N E TSCO UT AirCheck G2 Detail Report

AirCheck G2 Information

Serial Number 1610531 File Session0000(0) Date/Time Recorded
MAC 00:C0:17:35:00:9F Profile Default 4/14/2016 9:38:46 P

AutoTest Results Generate Report

Session Details AutoTest Networks Access Points  Clients Connection Details Ethernet

802,11 Ui

Channel

Air guahtxﬂm - Report Sections

Session Data

AutoTest Channels Channel: 1 Frequency: 2412 APs: 5 Clients: 7
ion | Profile set - - .
Profile Setup Rethods Connection | Freflie S5P 1oral urilization (3) 802.11 Utiization (%) Non-802.11 Utilization (%)
Device Info Last: 21 Last: 10 Last: 11
Device Info Custom Image Average: 21 Average: 10 o )

Reports

Select an image to use in the report header. Image will be resized to 230x )
Session
N E TSCO U T. Name: Session0000(0) Date/Time: 4/14/2016 9:38:46 PM Duration: 00:00:30

Channel  APs  Clients  Total(ast%)  Total(average)  802.11(ast%) 80211 (average%)  Non-B02.11(ast%)  Non-B02.11 (average %)

e ot NN N N I A A T

19
This text will appear on the front page of the report:
AutoTest Thresholds 3 0 0 ) 1 o 0 3 3
Signal Thresholds 4 0 0 19 19 0 0 9 19
Signal Strength 5 0 0 4 4 2 2 2 2
en: > 70 dom
e < 35 9om 6 2 ¢ 6 3 s 5 1 1
Noise Level 7 0 ] 1 1 0 0 1 1
Red: 5 -65 dom
Green: < -80 dBm Session File: 8 0 o 0 0 o 0 0 o
SNR Warning: Large files may take several minutes. £ Settings
Gueen: > 258
Red:
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MANAGER AIRCHECK REMOTELY

Full remote connectivity to AirCheck G2 with VNC
- Requires Ethernet and IP connectivity
- Full AirCheck functionality

d X
c .
Remote Host: | EEPBERISEE] v C
Enter aname or an I To spedify a Dor number, .
append it after two colons (for example, mypc::5902). Options...

everse Connections

Listening mode al lowspeopie attach your viewer to Listeni

1l
cess Points (49
Clients (4 |
their desktops. Viewer wil fornootmg connections. AutoTe
TightVNC View 7\
mtVNC cross-pl tform remote control software
u ts source code is available to everyone, ﬂwerfreel
VNC (GMJ GPL license] ) or commerdally ( noGPLresmons) |
Version info... Licensing Configure. \
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LINK-LIVE CLOUD REPOSITORY

We have 250 APs to test across multiple sites, how do we track

progress and

LINK-LIVE.COM

Incresse field productivity 200% ©

provide a job report when completed?

BN Dashboard 2§ Units ~

© Support ~

# Administration ~

% View Folder v

Results Summary

Time

Jan 07,16
Thursday
1:17:18pm

[All Results] [

Details  Period: 1d 7d

Test

Name: Ross Nordstrom's ArCheckG2 5
MAC: 00C017-345345

Device: AirCheckG2

Profile: profile

AutoTest: snackerstest-guic-123

1Pv6: true

Images: | &

Comments:  Snackers Wired Sample
snackers  ethernet | /'

Profile: profile

AutoTest: snackers-test-guic-123
1Py6:true

Images: | &

Comments:  Snackers Wired Sample
snackers | wirsless| |/
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1y | All Ending: 01/08/2016

PoE

Pos: 3,6 Neg: 1,2
47

Req Power: 25.5W/Class 4
Revd Power: 19/

Revd Class: Class 4

PSE Type: 1

Link

Speed: 100
Adv Speed: 10/100/1000
Duplex: FOx

Adv Duplex: HDx/FDx
RXPair: 36

Polarity: normal

802.11 Media: ac
PHY Data Rate: 1.23
Retry Rate: 123
Signal (dBm): 1.23
Noise (dBm): 1.23
SNR (dB): 1.23

M Show: O O

Name: Core-Switch02.dhr.com
Type: LLOP

Model: ciscoWS-C29605-48TS-L
IP/MAC: 172.31.163.10

Port: GigabitEtnemet1/0/47
VLAN: 21

Voice VLAN: 5

SSID: Ciscod400
AP Name: R and D Viifi
BSSID: Ciscodd00-1

_DHCP Gateway

IP:192.168.1.2

Server: 193.211.132.127

Subnet: 255.255.254.000
DNS1:192.168.1.100

DNS1 PING (ms):2.1,2

DNS2: 129.196.210.33

DNS2 PING (ms): 20,15,15

Link Local: fe80:2c0:17ff febé:abed
1PV6 Global: 2001:2¢0:17ff feb6:zbed

IP:172.16.1.1
PING (ms):2.1.2
Public IP: 207.141.116.194

1P:192.168.1.2

Server: 103.211.132.127

Subnet: 255.255.254.000

DNS1: 192.168.1.100

DNST PING (ms): 2.1.2

DNS2: 129.196.210.33

DNS2 PING (ms): 20, 15,15

Link Local: fe80:2c0:17ff-feb6:zbed
1Pv6 Global: 2001:2¢0:17ff febé:abed

IP:172.16.1.1
PING (ms):2.1.2
Public IP: 207.141.116.194

Q  wwwUri=voww.google.com

www

URL: Ww.googie com 80
1P:172.16.200.100

Time (ms): 24,89, 73
URL: fWi/googie com 80
IP:172.16.200.101

Time (ms): 24,39, 72
URL: wiw.google.com 80
1P:172.16.200.200

Time (ms): 24,89, 73
URL: iWwigoogie com 80
1P:172.16.200.100

Time (ms): 84,89, 73
URL: Www.googie com 80
1P:172.16.200.100

Time (ms): 24,89, 73
URL: fWiigoogie com 80
1P:172.16.200.100

Time (ms): 24,89, 72
URL: iw.googie com 80
IP:172.16.200.101

Time (ms): 24, 89,73
URL: iWwigoogie com 80
1P:172.16.200.200

Time (ms): 84,39, 73
URL: Www.google com 80
1P:172.16.200.100

Time (ms): 24,89, 73
URL: fiWiigoogie com 0
1P:172.16.200.100




WHY AIRCHECK G2

« Easy to sell — customers “Get It”

« Easy to use with intuitive workflow and large
touchscreen

» Reduces the complexity of wireless
troubleshooting

* Cloud Enabled Centralized Repository
- AND
— 802.11ac handheld tool
— Large touchscreen
— Future proofing with USB expansion




WHY AIRCHECK G2

e Easy to use with intuitive workflow and large touchscreen
* Reduces the complexity of wireless troubleshooting
* Cloud Enabled Centralized Repository
* AND
— 802.11ac handheld tool
— Large touchscreen
— Future proofing with USB expansion
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